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What is Proofpoint?

Proofpoint Inc. is an anti-spam product that acts as a gatekeeper for UIT’'s
Trumpeter and Exchange email servers.  The product inspects more than
200,000 message attributes and currently has a high degree of success at
detecting spam. Once examined, legitimate messages are routed to the
recipient’s mailbox while suspected spam is quarantined by Proofpoint. Each
morning at 9:00 Tufts email users will receive a personal digest consisting of one
email that contains links to all the messages tagged as spam and quarantined
over the past 24 hours. In the rare event that a message marked as spam is
legitimate, the message can be released to your inbox with the click of a button.
The digest can then be deleted like any other email.

What is an End User Digest?

An End User Digest is a summary email that you receive daily before 9:00 am
from the Proofpoint server. It contains a list of the suspected spam that has been
filtered in the previous 24 hours.

Sample End User Digest:

+ |+ |End User Digest: 19 New Messages +  proofpoint-pps@usg, bufts, edu

Opening the End User Digest displays an email listing of the suspected spam
messages. The spam score, from field and subject field are viewable. Spam is
scored on a scale from 1 to 100; the higher the score, the higher the probability
that the message is spam.

Tufts End User Digest: New Messages
University For David Bragyg {david.bragg@tufts.e du)

The emails listed below have been placed in your personal Guarantineg since you received your last End User Digest. They will be deleted after 14 days.
To deliver an e-mail to your inbox, click on Release. To deliver an e-mail to your inbox and add the e-mail sender to your Safe Senders List, click on
Safelist. This ensures that no emails from that sender will be blocked in the future. To report messages that are not spam but are reported in the digest,
click on Mot Spam.

Reguest Mew Surnmary Digest  Reguest Safe/Blocked Senders List  Manage My Account  Help

Quarantine

Score |[From Subject
Wiew | Release | Safelist | Mot Sparmn 100 abbey@@0451 com Your money, mineral black
Wiew | Release | Safelist | Mot Spam 100 polangel@poczta onet.pl {sth-sub}
Wiew | Release | Safelist | Mot Sparmn 100 JackPaotTime@@maxwell com Rolling. Casino
Wiew | Release | Safelist | Mot Spam 100 gilber@E@pradella. biz Medicines for real men Il
Wiew | Helease | Safelist | Mot Spam 100 gecffreyigperlite. biz Best love drfigs at best starel
Wiew | Release | Safelist | Mot Spamn 100 lorrie. robins onwd@t-online. de Yours loan is approved zjha
Wiew | Release | Safelist | Mot Spam 100 serwice@cuna.arg CONGRATULATIONS!
Wiew | Releaze | Safelist | Mot Spam 100 8858Casino@@iti.uned.es Moneya83
“Wiew | Release | Safelist | Mot Spam 100 phillip.sexton_omi@pacbell.net Yours |oan is approved kghut
“iow | Dalaaca | Safalict | Kot Seam AN Wanae (Camblor® acacnracans lnvac rn -~ | nieldanas

When you receive your daily End User Digest, look over the messages to confirm
that they are all spam.
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In my End User Digest | see an email that is not spam. What are my
options?

There are 4 primary options available in the End User Digest that will be useful if
Proofpoint has registered an incoming email as a “false positive.” A false positive
is a valuable email that Proofpoint has mistakenly labeled as spam. The options

are:

View

The View link opens the email from within the Proofpoint server so that it can be
safely read. By reading the content, you can determine whether or not it is spam.

R Logid ] Request Dgest G Find ) Refresh [ Relsase Not Spam

Em__

| My Foiders

B Gutasllved Pheteshop, Windows, Offics
WOIT 1 AENEPASMANSYNIEN0MmE Com
T i et ks

iy Lists
| Pronse

|z Guarantine

Release

The Release link releases the email from the Proofpoint quarantine and delivers
it to your inbox.

Please take into account that if you have spam filters enabled on your desktop
mail client such as Mozilla or Outlook, the filters may also place the released
email into a Junk folder. Consequently, if you do not see the released email in
your inbox, check your mail client’s Junk folder.

Safelist
The Safelist link releases the email into your inbox and places the sender on a

safelist so that subsequent emails from the sender arrive in your inbox. A safelist
is also known as a whitelist (as opposed to blocked senders or blacklist).

Not Spam
The Not Spam link releases the email into your inbox and sends a notification

indicating that the email was not spam. Future messages that are similar to that
message will not be filtered out as spam.
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What are my other options with regard to the End User Digest?
Located at the top of the End User Digest are four more helpful links.

Reguest Mew Summary Digest  Beguest SafedBlocked Senders List Manage My Account Help

Reguest New Summary Digest

The Request New Summary Digest link sends you an updated Summary Digest
reflecting all of your quarantined email plus any email filtered since your last
digest was sent. This tool comes in handy if you suspect that an incoming email
was quarantined after the 9 am digest was received. The newly arrived emails
will be at the top of the list. Additionally, the Summary Digest allows you to view
the complete list of suspected spam held in your quarantine for the past 14 days.
All suspected spam is deleted after 14 days. After the link is clicked, you should
see a confirmation page similar to this:

Request New Summary Digest
UNIVERSITY

Command processed successfully

Senerated digest for recipient: david brago@tufts. edu
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Request Safe/Blocked Senders List

The Request Safe/Blocked Senders List link sends a summary of all of your Safe
and Blocked Senders. The summary includes further links to add or delete
senders. Instructions on how to block or safelist a sender are outlined in the
“What are the Safe Senders and Blocked Senders lists?” topic covered later in
this FAQ.

= F SafelBlocked Senders List Summary
Tufts UI‘IIVETSIl’y For David Bragg {david.bragg@tufts.e du)

The e-mail addresses shown below represent individuals and organizations on your Safe Senders List and your Blocked Senders List. Mail from
senders on your Safe Senders List will not be filtered for spam. Mail from senders on your Blocked Senders List will be classified as spam. You can
add/delete senders as needed and you can always request an updated Safe Senders List and Blocked Senders List. User Aliases are synonymous
with your e-mail address.

Reguest Safe/Blocked Senders List  Manage My Account  Help

Safe Senders List

Email Address
Delete harvard. edu
Delete brandeis. edu

Blocked Senders List

Email Address
Delete zk-state.com
Delete theuslender.corm

Manage My Account

The Manage My Account link opens a web page that accesses your account on
the Proofpoint Protection Server. You may view quarantined messages, access
your safe/blocked senders list, and carry out other management functions. For
complete instructions, see the “How Do | Manage My Account?” topic covered
later in this FAQ.

Help

The Help link opens a help page that encompasses many of the topics covered
in this FAQ.
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How can | access my Proofpoint account?

There are two ways to access your Proofpoint account. The first method is to
click the Manage My Account link found in your Daily Digest. The second method
is to log in directly to the Proofpoint Server:
https://spamblocker.uit.tufts.edu:10010/enduser/login.cqgi When the page opens,
enter your UTLN (e.g. jsmith0l1) into the Username field and your Trumpeter
password into the Password field. When the account window opens the
Quarantine is displayed. MS Exchange users should contact their FSP if they do
not know their Trumpeter password.

What is the Quarantine and how do | use it?

The quarantine is where suspected spam messages are held on the Proofpoint
Protection Server. In the graphic below, the quarantine window displays the most
recent 20 messages out of 245 messages being held. If you take no action,
messages older than 14 days will be routinely deleted. Messages held in the
guarantine do not take up any of your mailbox space.

§i Logout [ Select Al [ T Unselect 41| 7] Reguest Digest G Find | 7] Refresh [ Release o2 Not Spam ._L‘. Satelist 3K Delete

Quarantine Quarantine 0o

My Folders [ Score From  Subject  Datet sz |

= Quarantine (245) |:| =] 100 stvgrgpdmomsnetwork.com I i shifted il 2006-07-11 18:43:06 17 KB
D B 99 listadmind@partner.beliefnet.com  Re: Dove(r) Sample On Us 2006-07-11 1T:33:21 5 KB
|:| 100 LasVegas@arends-sons.com 88%_Casino 2006-07-11 1T:01:37 1KB
[0 &= 100 Review.Mortimcommercequest.com Contact.Home 2006-07-11 16:11:17 2 KB
|:| o ] Vegas.Cashi@borderfoods.com Cash.Vegas 2006-07-11 15:07:30 2 KB
D = 100 MemanusMiguel@admarkgraphics.c shafer 2006-07-11 1457:28 1 KB
|:| 99 Vegas.Lucky@brestsukuba.ac.jp  833Casine 2006-07-11 143713 1KB
[0 &= 100 account@bankofamerica.com Urgent Hotification 2006-07-11 14:30:46 2 KB
[0 = 100 Home.Details@zk-state.com HomePending 2006-07-11 14:18:42 2 KB
[0 = 100 SolidBank@latimer-cad.clara.net Analysis.Mort 2006-07-11 11:18:41 2KB
|:| 100 penny.uytterhoeven@pandorabe  [stk-sub} 2006-07-11 11:02:34 3KB
|:| =] 100 tkovacs@dtheuslender.com Watch This Emerging Growth Stock 2006-07-11 11:00:05 3 KB
[0 &= 100 expiiveqghz@romerox.com Gift for your grandpal 2006-07-11 10:03:22 22 KB
[0 = 100 VOMLMMUZ Q@vahoo.com Gift for Your Family 2006-07-11 09:02:57 2KB
|:| 100 {) Trealtimetravelleads.com Be happy with it! 2006-07-11 03:11:57 2TKB
|:| = 100 upnfk@starttelnet.com Have you heard of Ephedra? 2006-07-11 05:30:36 4 KB
[0 = 100 qkricrkwdtransdevco.com xbbFocus 2006-07-11 05:25:08 3IKB
|:| = 100 adriancenteno@gregsart.com We help you to save on the Med$! 2006-07-11 05:06:52 2T KB

jl Lists O 100 junsrzrazideybertechwireless.com Ephedra for you again 2006-07-11 04:4458 3 KB

= [0 B 100 iimh3@degussa.com Wonderful Deal 4 Reasonable M'e"d'i"c’a’t'i"o” 2006-07-11 02:12:16 3KB
Tz Profile
g Ouarantine
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There are two ways to access the quarantine. The first method is to click the
Manage My Account link found in your Daily Digest. The second method is to log
in directly to the Proofpoint Server:
https://spamblocker.uit.tufts.edu:10010/enduser/login.cai  When the login page
opens, enter your UTLN (e.g. jsmithOl) into the Username field and your
Trumpeter password into the Password field. MS Exchange users should contact
their FSP if they do not know their Trumpeter password.

The following account management tasks can be performed using the
guarantine toolbar:

Logout
Logout closes your session with the Proofpoint Server.
Select All

Select All selects all visible email messages by placing a check at the head of
each row. This step is usually used in conjunction with a secondary step, like
preparing to delete a page of spam. If your quarantine contains 245 messages
and the current page is presenting 20 of them, clicking Select All will only select
those 20 visible messages.

Unselect All

Unselect All performs the reverse action of the Select All tool. Use this to quickly
deselect a page of selected email messages.

Request Digest

Request Digest sends an updated Summary Digest reflecting all of your
guarantined email plus any email filtered out since your last digest was sent. This
tool is useful if you suspect that an incoming email was quarantined after the 9
am digest was received. The newly arrived emails will be at the top of the list.
Additionally, the Summary Digest allows you to view the complete list of
suspected spam held in your quarantine for the past 14 days. All suspected
spam is deleted after 14 days.
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Find

Find allows you to search the quarantined emails for a specific message. You
can search using criteria from one or both of the From or Subject fields.

&l =] Request Digest Find | |7] Refresh [ Releaze Mot Spam 0, Safelist Delete Succ
=Y

Quarantine Messages 1

Look for  From: | Subject: [ Fimd Moy ][ Clear ]

When you have finished searching, clicking Clear removes the find criteria and
displays all of the quarantined messages again.

Refresh

Refresh checks the Proofpoint Protection Server for any recent activity and
updates the quarantine view. For example, if the quarantine page has been open
for a period of time, clicking refresh checks the server for any newly filtered spam
messages.

Release

Upon examination, if you find a “false positive,” a legitimate message Proofpoint
has incorrectly identified as spam, in the quarantine, you can release it to your
inbox. Clicking Release removes the email from the Proofpoint quarantine and
delivers it to your inbox. Remember that if you have spam filters enabled on your
desktop mail client such as Mozilla or Outlook, they may also place the same
email into their Junk folders.

To release an email:

1. Place a check in the checkbox of the message(s) that you wish to release.
A green check appears.

bhaisusanod

thomasdda

plone sniam

2. Click Release. The message(s) is removed from the quarantine and
delivered to your inbox.
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Not Spam

Not Spam releases the email into your inbox and sends a notification indicating
that the email was not spam. Future messages that are similar to that message
will not be filtered as spam.

To release an email and notify Proofpoint that the email was not spam:

1. Place a check in the checkbox of the message(s) that you wish to mark as
Not Spam. A green check appears.

] B 100 baisusanod
100 thomasdida
L = 100 pionesndm

2. Click Not Spam. The request(s) is sent and the message is removed from
the quarantine and delivered to your inbox.

Safelist

Safelist releases the email from the quarantine into your inbox and places the
sender on a safelist so that subsequent emails from the sender arrive in your
inbox.

To release an email and place the sender on the safelist:

1. Place a check in the checkbox of the message(s) that you wish to mark as
Safe. A green check appears.

] B 100 baisusanod
100 thomasdda
L] = 100 pionesnidm

2. Click Safelist. The message(s) is placed on the safelist, removed from the
guarantine, and delivered to your inbox.
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Delete

Although Proofpoint automatically deletes spam from the quarantine that is older
than 14 days, you may choose to delete some before they expire.

1. To mark email(s) for deletion, place a check in the checkbox. A green

check appears.

auarantine

Scare Fram

= 100
=] 99
= 100
= 100
=] 99
= 100

2. On the toolbar, click Delete «# betete

guarantine.

stugpa
listadmind
LasVegas
Review.M
Vegas.Cas

Memanus!

. The messages are removed from the

If you would like to delete a whole page of messages, click the Select All

[7* Select Al

UIT Training & Documentation Department
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To view the text of a message from within the quarantine:

1. Click the row that holds the message. The message previews.

Quarantine | Quarantine

My Folders Score From Subject Date © Size

= ouarantine (237) D B 100 pusab@mailvault.com mepeva 2006-07-12 14:13:11 1KB A
] = 100 AUQIGOHOHOC @i com information 2006-07-12 12:07:46 2KB
O = 100 AUBIGOHOHOC @ind com it information 2006-07-12 12:07:20 2KB
D B 100 allen®090663.com O0E 2006-07-12 10:52:32 1KB
O = 100 Hoelle@SurvivorEmail.net Heed medicine ? All here 2006-07-12 10:52:08 3IKB —
H & 1
O &= 100 milark, What IS 0EM Software And Why D0 You Car 2006-07-12 06:26:07 10 KB
|:| B 100 olive.bernal_ec@wxs.nl RERE: Loan Application rebw 2006-07-12 04:34:00 2KB
D B 100 klksyz@iwon.com Amazing Deal 4 Reasenable PilTs 2006-07-12 00:51:26 3KB
100 dinipo@verisign.com popal 2006-07-11 22:49:15 66 KB ™
lyjo

mugihoru7@iusemail.com
To: david bragoi@tufts edu

Do you weant time peices
muvesefo dihipiz Http: fheenser daflag@zuupnoyy .com

i3 Lists
] Profile

g Quarantine

Once a message is viewed, the preview pane remains open.

Sorting the Quarantine

In the quarantine, suspected spam is sorted by date, with the most recent emails
displaying at the top of the window. To sort by another field such as Sender or
Subject, click the column header.

Quarantine

Score Fram ;LL’L Size
M == 100 nueaffmmailuanht cam i ua NENT_A? 121311 1 KR el

The messages are sorted in A-Z or lowest to highest order. Clicking the column
header a second time reverses the sort order. To return to the default sort, click
the Date column header.
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What are the Safe Senders and Blocked Senders lists?

There are two ways to access the Safe Senders and Blocked Senders Lists. The
first method is to click the Manage My Account link found in your Daily Digest.
The second method is to log in directly to the Proofpoint Server:
https://spamblocker.uit.tufts.edu:10010/enduser/login.cai  When the login page
opens, enter your UTLN (e.g. jsmith0l) into the Username field and your
Trumpeter password into the Password field. MS Exchange users should contact
their FSP if they do not know their Trumpeter password.

The Lists folder contains the Safe Senders and Blocked Senders Lists. The Safe
Senders list are email addresses that Proofpoint will not filter as spam. Any
incoming mail from these addresses will pass freely into your inbox. If you have
utilized the Safelist link contained in the daily End User Digest, those safelisted
addresses will appear here. Blocked Senders represent the opposite. Any
incoming mail from these addresses will always be filtered into the quarantine.
Adding senders to the blocked list may be more work than it's worth because
spammers often change their addresses. Nonetheless, if you continue to receive
unfiltered spam from a certain address, it would be a prime candidate for the
Blocked Senders list.

4 Logout  Mew SEdit % Delste [~ Select Al [ Unselect &1 =] Reguest Digest | 2] Refresh

Lists Safe Senders List
by Lizts Email Address £

Safe Senders List (2) [  orlando rodriguesi@harvard edu
|:| ravi.singhi@brandeis . eduy

&l
4 Blocked Senders List (7)

Safe Senders List

To Safelist an email address from your Proofpoint account web page:

) ) j Lists
1. Click Lists . The Safe and Blocked Senders

Lists display.

2. Click the Safe Senders List link @ SifeSenderslist(2) Any safe senders’
addresses will display.

3. On the toolbar, click New - =" A field opens for the address.

UIT Training & Documentation Department 9/8/2006 page 12



4. Type in the address. Case does not matter. In this example, the Proofpoint
Protection Server address is being used.

Safe Senders List

Please specify email address or Internet domain 1o add to Safe Senders List

digestiZ@mail-proofpaint-1a.usg tufts edu

Enail Address £
|:| orlando rodriguesi@harvard edu
|:| ravi.zingh@ brandeis edu

5. Click Save. The address is added to the Safe Senders List.
OR
To Safelist an email address from the daily End User Digest:
1. Inthe daily End User Digest, click the Safelist link. The Safelist link releases
the email into your inbox and places the sender on a safelist so that
subsequent emails from the sender arrive in your inbox.

To edit a Safe Sender:

1. Place a check next to the address.

2. Click Edit E5"  The editing field opens.
3. Make edits.
4. Click Update. The address is updated.

To delete a Safe Sender:

1. Place a check next to the address.

2. Click Delete . #P#t&  Tha address is removed from the list.

UIT Training & Documentation Department 9/8/2006
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Blocked Senders List

Sometimes spam gets through spam filters and finds it way to your inbox.
Proofpoint’s Blocked Senders list is a tool you can employ to list a spammer’s
address so that subsequent incoming mail from these addresses will always be
filtered into the quarantine.

Proofpoint is able to block an email address from your Proofpoint account web
page.

To block an address:

) ) T i Lists
1. Click Lists . The Safe and Blocked Senders

Lists display.

I .
2. Click the Block Senders List link ' BlockedsendersList) - apy plocked
senders’ addresses will display.

3. On the toolbar, click New - =" A field opens for the address.

4. Type the address. You may type a specific address, such as the graphic
below reflects, or type a complete domain, such as theuslender.com.

Blocked Senders List

Pleaze specifty email address or Internet domain to add to Blocked Senders List

jackzprat@@shipoo com

Email Address 4

[] partrer beliefret.com

[ theuslender.com

5. Click Save. The address is added to the Blocked Senders List.

To edit a Blocked Sender:

1. Place a check next to the address.

2. Click Edit 5"  The editing field opens.
3. Make edits.
4. Click Update. The address is updated.
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To delete a Blocked Sender:

1. Place a check next to the address.
2. Click Delete %8 The address is removed from the list.

Do | need to "Manage My Account” occasionally and delete the spam
in the quarantine or will it purge on some regular interval on its own?

You don't need to do anything to “manage” your account. Proofpoint keeps
messages in the quarantine for 2 weeks and then deletes them automatically.

My digest did not arrive today. Why not?

By default, Proofpoint will not send the daily digest if no messages have been
guarantined since the previous digest was sent 24 hours earlier. From your
account, select Profile > Settings. If you check the “Send digest even when |
have no messages in my End User Digest” option, you will receive a digest every
day even if 0 messages have been filtered to the quarantine.

My Settings
Iy Profile

B Send di i i igest.
P Settings [] Send digest even when | have no messages in my End User Digest.

By Account

flﬂ‘ Preferred Language English (L= v
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What if I'm still getting spam in my inbox?

Some spam messages may slip past the Proofpoint defenses. If this happens,
there are 3 courses of action that you may take. The first option is to mark the
message as spam in your mail client, and then delete it. This trains your malil
client so that subsequent spam messages will be filtered to the Junk folder. The
second option is to adjust or create a Junk mail filter within your mail client that
will catch spam such as these. See the Filtering Spam tip sheets available on the
UIT training website: http://training.uit.tufts.edu/tips.asp Lastly, you can report
the spam to the University IT Support Center by following these steps (which

may vary slightly based on your mail client):

1. Do not forward the spam message to the University IT Support Center.

2. From your mail client menu bar, select View > Headers > All.

Wieww G0 Message Tools  Help
Toolbars » 1

Layauk ! '
eply Al Forwar

-

Sark by
Messages
Threads

All

-

bject
Headers
Message Body As P e por

3. Do not open the spam message.

4. Inyour inbox, click the spam message. The message is highlighted.

" 'tl LY UUr S g eer 2000 1ridi | A e e [ [ | [ |
* B HomeOptions k * New.Bank
> ITadiiratinm-Fark1 Wahk ankrias 3 Peabker Hazz

5. From your mail client menu bar, select File > Save As > File. The Save

Message As dialog box opens.

6. Inthe Save as type field, select Text Files.

File name: Harmedptionz. eml b

Save as bype: Test Files ﬁ

7. Save the email. The email is saved as a text file.

8. Send the email text file (e.g. HomeOptions.eml.txt) to UITSC@tufts.edu

as an attachment.

UIT Training & Documentation Department 9/8/2006

page 16



Can | receive my Daily Digest in another language?

Yes, you may receive the Daily Digest in a language other than English. From
your account, select Profile > Settings. In the Preferred Language field, make
your selection.

My Setings

ARG :-E Send digest with new messages inmy End User Digest.
Fh Settings [[] =end digest even when | have no messages in my End User Digest.
|$; Account )
ilﬂ‘ Preferred Language [ Englizh (US) N
ChinezelSimplitied) (& 5 32

ftalian (taliana)
Japanese (H # 58

Spanizh (Ezpariol)
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Why do | get more than one daily End User Digest?

You will receive one daily End User Digest for your primary first.last address. You
may receive other End User Digests for other Tufts email addresses that are
associated with you such as a legacy email address (e.g. the legacy address for
training@tufts.edu is training@emerald.tufts.edu).

Many Tufts staff have at least one or two legacy email addresses. For any legacy
address that the system is not able to link to your first.last address, you may get
another digest.

If you would like to receive one daily End User Digest, you need to send an email
to the UIT Support Center at uitsc@tufts.edu that includes the following two
pieces of information:

1. Your primary first.last address.
2. The other address(es) that is receiving the daily End User Digest.

If the legacy address(es) is no longer used, this may be a good time to do some
housekeeping and have the address removed from the Tufts system.

| have at least one email alias here at Tufts. Where can | check to see
if the alias is being filtered by Proofpoint?

From your account, select Profile > Account. In Account, your email address and
name display. If you have any email aliases that are associated with you, which
are other email addresses that deliver email to you, they will be listed in this
window. The My Account window is read only.

Profle ———WyAccount

by Profile

) ] Email: david.braggiatufts.edu
o Seftings Mame:

_E) Account

Aligses 4

lccs-trainingi@tuits edu
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Can | turn off Proofpoint?

Yes, you may turn off or “opt out” of using Proofpoint spam filtering. Although
Proofpoint will continue to mark incoming email, suspected spam will no longer
be moved to the quarantine and will be delivered to your inbox. To opt out,
you may use the Trumpeter tools following the steps listed below or you may
contact the UIT Support Center at 617-627-3376 (uitsc@tufts.edu) to do it for
you.

[ —

. Navigate to https://trumpeter.tufts.edu/.

2. In the Trumpeter Username field, enter your UTLN (e.g. jsmith01).

3. In the Trumpeter Password field, enter your Trumpeter password.
Exchange users should also use their Trumpeter password.

4. Click Login. The tools display.

5. In the Spam Filtering field, click the update policy button. The Update
Spam Filtering Policy page opens.

Update Spam Filtering Policy

Update sparm filtering policy for David Brago.

New policy: Quarantine suspected spam ¥

[ Cancel ] [ Update spam palicy ]

6. In the New policy field, click the dropdown arrow and select Mark
suspected spam.

Mew policy: | Cuarantine suspectad spam ~

7. Click Update spam policy. The confirmation page displays.

8. Click Continue. The Trumpeter Tools page displays the updated Mark
suspected spam policy.
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Now that Proofpoint is being used, should | make adjustments or turn
off spam filtering in my mail client?

We recommend leaving your spam filters alone in your regular mail client. Since
Proofpoint is a comprehensive spam fighting tool, you should see less spam
being filtered into your mail client’s Junk folders. Exchange users who have had
their suspected spam marked with “Spam: ...,” as in the graphic below, will have
access to the Proofpoint protection as well.

| Sparn: Home, Finance +  Dawvid Bragg

As always, periodically check your email client’'s spam folder to make sure that
no wanted mail has been filtered there in error.

| use a text-only email client. Can | release messages or request a
new End User Digest since | have no hyperlinks to click?

Yes, you may release messages and perform other spam management functions
if you receive a text-only End User Digest. Any actions such as releasing a
message begin by replying to the End User Digest, then placing an x in the
appropriate brackets representing the action you wish to take, and finally sending
the reply.

A sample text-only End User Digest would look like this:

The emails listed below have been placed in wour personal Quarantine
since you received your last End User Digest. They will ke deleted
after 14 days. To deliver an email to your imbkox, reply to this message
and enter 'x' in the appropriate bomes; i.e., [x]

From: xzxxx@zxExzx. example.com

Subiect: Breaking News

[ ] release (xexzxxxxxxxxxxxwlDExCDElMg==] =xxzxzzxxx@spamblocksr.uit.tufts.sdu

[ 1 releasevhitelist (xxxxxxxzxxxxxxxwl{lRxClElMg==] xzmxzzzxispamblocker.uit.tufte.=sdu

From: xuxExxlxxuxmxx.sxample. net

Subject: Upgrade yOur Computer

[ ] release [oxmxxxxxxsxxxxwHIExNzkwlA==] =xmxmxxx@spamblocksr.uit.tufts.sdu

[ 1 releasevhicelist (xxuxxxmxmxxxxsxawl{ifxNzkwlii==] xxmxmxzmxispamblocker.uit.tufte.sdu

From: michelelee 378fctwente.nl
Subiject: et great prices on medications

[ ] release [mexmxxxxxxsxxxxwHIExODEZMAR==] mxmxmxxx@spamblocksr.uit.tufts.sdu
[ 1 releasevhicelist (xxxxxxxmxxdxsaxwl{iRxCDEZME==] xxmxmxzxxispamblocker.uit.tuftes.sdu
—————— Options ——————-

Eeguest MNew EZnd User Digest
[ ] gendigest (mxmxmxxxaxxExxy=) xxxxxxxx@spamblocker.uit.tuftas.sdu

Eeguest Safe/Blocked Senders List
[ 1 generate (iXEXEXENENENXEKES) @xzxxExxfspamblocker.uit.tufte.edu
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To release a message:
1. From the End User Digest, click Reply. The reply email sets up.

2. Place an x in the brackets in front of the release option.

From: xuxxx@zxmxixx.example.com

Fabkject: Breaking Hews
release [(HurmxExaxxEaxxawlAxODElMg==] =mxxxxxxxispamblocks:
releasevhicelist (xmxxxxxmxzxxzxxwlDRxCDElMg==] xxmxxxmud:

3. Click Send. The message is sent to the Proofpoint server and your email
message is released to your inbox.

Who can | contact to get help?

For help or to get a question answered, call the University IT Support Center at
7-3376. From the Boston or Grafton campuses or from home call 617.627.3376.
You may also contact the Support Center by email at uitsc@tufts.edu.
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