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Tufts University’'s WebVPN

Tufts” WebVPN, short for web-based virtual private network, is a service that allows
Tufts faculty and staff to securely access Tufts’ Local Area Network (LAN) from any
computer—anywhere—that has a connection to the Internet. This means that Tufts
faculty and staff now have virtually unlimited access to their network drives.  The
addition of the WebVPN to UIT’ suite of services extends our learning and working
environment far beyond Medford, Grafton, and Boston to allow members of the Tufts
community to be more productive at home, abroad, and every place in-between.

The WebVPN offers a host of useful features, but it is important to remember that there
are times when using the WebVPN isn’t necessary. These include sessions when you
simply wish to surf the web for non-sensitive information or when you are computing
within the Tufts domain.
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The WebVPN Protects the Security of Your Data

Tufts WebVPN is a SSL, Secure Sockets Layer, based product that does not require the
installation of software on the client desktop to work. SSL operates by using a key to
encrypt data as it travels through cyberspace. By using the SSL protocol, Tufts is able to
ensure the security of the data transmitted via our WebVPN.

Conventionally, URLs that require a SSL start with https, instead of http. In addition to
the WebVPN, SSL is also used on numerous other web sites throughout the Tufts
environment, including IMP Webmail. If you haven’t noticed before, the URL for Tufts’
Webmail site is https://webmail.tufts.edu.

Although SSL was first developed by Netscape, it is fully supported by both Mozilla and
Internet Explorer.
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What Do | Need To Use Tufts’ WebVPN?

Faculty and staff who wish to use Tufts’ VPN must have:

1. Avalid UTLN (Universal Tufts Login Name, e.g. jsmith01)
2. A Windows domain account

3. A connection to the Internet from the computer they are using to access the
WebVPN.

Note: Although it is possible to use a dial-up connection to access the VPN, users will
receive significantly better performance if they use DSL or Cable.

How Do | Access Tufts’ WebVPN?

e Type the following URL into the address bar of your browser:

https://webvpn.tufts.edu

UIT recommends using one of the University’s supported browsers, Firefox 1.x or
Internet Explorer 6.x.

e Press Enter on the keyboard. The following screen will be displayed.

Tufts University WebVPN Services

Please enter your UTLMN and YWindows-L AN password.

Username|
Password|

Login | Clear |

e Click in the Username box and enter your Universal Tufts Log-in Name. For
example, jsmithO1.

e Click in the Password Box and type your Network Password.

e Click Login |

Note: Both fields are case sensitive.
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Logging Out

When using the Tufts University WebVPN from a remote location, it is extremely
important to remember to logout when you complete your work or leave the computer for
even a brief period of time. Doing so ensures that no unauthorized individuals can gain
access to private data.

There are two ways to log out:

1. Click the Close icon B4 on the WebVPN toolbar. A message confirming that
you wish to logout will be displayed.

P x

‘ Are vou sure you wank to close wour session?

[ ok ] [ Zancel

2. Click OK. A screen will be displayed that confirms you have logged out and
offers you the ability to log back in.

Your session has been terminated.

Click here to log in again.

Foryour own security, please:
1. clear the browser's cache,

2. delete any downloaded files, and
3 close the browser window.

OR

1. Close the browser you are using to access the WebVPN.

Either method is acceptable, but simply closing the browser will not confirm the
termination of your session or offer you a link to log back in. After logging out, we
strongly suggest that you do the following:

= Clear the browser’s cache

= Delete any downloaded files from the local drive of the computer on which
you are working

= Close the browser window, if you have not done so already
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Clearing Your Browser’s Cache

When you surf the web, your browser creates a memory cache of the locations you visit.
Memory caching is an effective way for your computer to increase the speed with which
it delivers information to you. Since most programs access the same data over and over
again, keeping it stored temporarily using SRAM eliminates the time it would take to
access the data using the web.  Clearing the cache is most important when you are
working remotely from a public computer, such as a system in a library or cyber café. It
is, however, good practice to do so at home as well. Not only will it improve the
security of your computer, but keeping your cache clean will also increase the speed with
which you can view data.

Internet Explorer 6.x

1. From the Internet Explorer Menu bar, choose Tools: Internet Options.
The Internet Options dialog box is displayed.

General Security | Privacy | Content| Connections | Programs | Advanced

Home page
Iﬁ ‘f'ou can change which page to use for your home page:

Address: ikEpe fEufts, eduf

[ Use Current ] [ Use Defaul ] [ Use Blank

Temporary Intermnet files
< F'ages you view on the Intermet are stored in & special folder
& Y for quick viewing later.

Delete Cookies. Delete Files... Settings...

Hiztary

The History folder contains links to pages you've visited, for
quick access to recently viewed pages.

Drays to keep pages in histary: 20 B Clear History

[ Colars.. ] [ Fonts... ] [ Languages... ] [Accessibility... I

2. From the General tab, click Delete Files. The delete files dialog box
appears.

3. Check the box that allows you to delete all offline content, and then click
OK. The deletion process begins. Be prepared for it to take a few minutes,
particularly if it’s a public computer and the cache is not cleared often.

Delete Files

1

E Delete all files in the Temporary Inkernet Files

‘ou can also delete all your offline content stored
locally.

[“]Delete all offine content
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Firefox 1.x

1. From the Firefox Menu bar, choose Tools: Options. The Options dialog

box appears.

2. Make sure that the Privacy tab is selected..

Options )

HE @0 & &

General  Privacy  Content Tabs Downloads  Advanced

A5 you browse the web, Firefox keeps information about where vou have been, what you
have done etc, in the Following areas:

Histary || Saved Forms || Passwords | Download History | Conkies | Cache

Pages wau view are skored in the cache Far Faster viewing later an.

Use up toy |50 ME of disk space For the cache,

Clear Cache Mow
The Clear Private Data tool can be used to erase wour private data using S

a kevboard shartcuk or when Firefox doses,

[ QK ] [ Cancel ] [ Help ]

3. To clear the memory cache immediately, click Clear Cache Now. The cache
is cleared.

Note: Clearing the cache does help ensure the security of Tufts data. Keep in mind,
however, if someone really wants to access the information you erased, deleting content
does not ensure that it cannot be recovered. It’s particularly important to
remember this when viewing or downloading sensitive data in a public place.

from a PC
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Elements of the Tufts VPN Website

If your browser has Pop-ups* enabled, your screen will look similar to this:

J Tufts University WebYPH Services -Mazilla 7%
. Fle Edit View Go Bookmarks Tools window Help

| Q @ @ @ I% https:) fwebrypn.tufts, edufwebypn/indes html
=

‘! N HUI‘HE| EBookmarks S5 WebMail % Radio % People %% Yellow Pages %% Download %% Calendar EJchannels

{ Browse Network
% Tufts University WebWPN Services

‘ "P" Drive Access

Enter Network Path

it the Floating Toolbar does not open, click here to open it ‘—|

Websites For example: Wiserverishare

Network Operations Home Page Tuits Home Page

Browse Network

"P" Drive Access Advancement
Colleqe of Arts & Sciences Fletcher School
Friedman School of Mutrition Science and Policy Operations
Public Safety School of Dental Medicine
Tisch Library School of Veterinany Medicine
Student Services JEES
Enter Network Path | o |

For example: Yservershare

* Many of the latest versions of popular browsers come with a pop-up blocker option.
This is a useful feature that prevents unsolicited pop-up advertisements from appearing as
you surf the web. In the case of Tufts’ WebVPN, however, a pop-up blocker will

prevent the Floating Toolbar, a potentially useful feature of the system, from being
immediately displayed.

If you wish to leave the pop-up blocker enabled in your browser and still wish to view the

Floating Toolbar upon logging into the VPN, simply click the following link located at
the top of the VPN webpage:

If the Floating Toolbar does not open, click here to open it

UIT Training & Documentation Department 11



The Static Toolbar

The WebVPN Static Toolbar is available on each page accessed through the WebVPN. It
contains quick links that allow access to several popular features.

Button

&l
X

Function

Opens the WebVPN help page
Opens the Floating Toolbar
Brings the WebVPN user back to the Tufts University WebVPN Services page

Logs the user out of the Tufts University WebVPN

The Floating Toolbar

The floating toolbar lets WebVPN users browse to file locations and choose pre-
configured web connections without interfering with the main browser window.

web connections | Metwork Operations Har + |

= Access to Tufts
network drives

|
= Access to pre-configured

BlicAccess |

EBrowse MNebwork

| "P" Drive Access . |

| &)

For example: Yservershare
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Network Drive Access

P Drive Access

Many members of Tufts’ faculty and staff have been allocated space by their departments
to store data on a Personal Network Drive (P drive). Storing data on a P drive offers
users several benefits including nightly backups, additional storage space for documents
that do not need to be shared, and strong security features. With the implementation of
the WebVPN, the P drive now offers an additional benefit, the ability to access your P
drive documents from any computer connected to the internet.

The P drive is appropriate for work-related, personal productivity storage. This storage is
used by and accessed by one individual and thus should not contain files that need to be
shared. The P drive, like one’s email storage, is considered generally private, and thus
support staff and systems administrators should only examine this storage with the user’s
permission, or when University policy permits access.

The P: drive is not an appropriate location for file backups, image stores, or other file
copies. Instead, solutions like CD-ROMs or removable media should be explored for file
recovery.

UIT has made logging into your P drive as simple as logging into Tufts” WebVPN.
When you log into the WebVPN, it automatically authenticates your user name and
password to display your P drive information.

1. To access your P drive data, simply click the P-drive link on the WebVPN
homepage.

"F" Drive Access

College of Ars & Sciences
Friedman School of Mutrition Science
and Policy

Fublic Safety

Tisch Library

Student Services
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The following screen will be displayed:

< Tufts University WebVPN Services

k|
Browse Network
Enter Network Path|| Go|
For example: Wserverishare

Back to Domainsorkgroups

Shares
-

2. Click the link displaying your UTLN. The folders stored on your P drive are
displayed.

Your screen should look similar to this:

Toview afile or save it locally, click the filename.

Lp Folder | Copry File to Server | MNew Folder | Delete | Rename |

Click to change path: Witan\dirish01\
1 [  Name [ size [ Type [  Date Modified

01 Adobe Falder 052172002 17:40:29 Ahd
0O Class File Falder 05/21/2002 11:39:58 AW
0 I Doing More with Project-Multiple Projects Class File Folder 05/21/2002 11:40:00 AM
0 7 Excel Class Open_files Falder 052172002 17:40:04 Akd
1 T Managing Multiple Project Class File Falder 05/21/2002 171:40:08 Ahd
O 7 MWy eBooks Folder Q52172002 171.40:11 Akd
O My Pictures Folder Q51772003 08 5926 Al
O web Falder Q&F2772003 02.06:51 PM
1 I streaming-media Folder 082772003 02:06:51 PM
0 LDMSClisnt pkg Falder O2M6/2004 033407 Phi
0O GLB.ppt 436 KB File OE02/2004 12:32:23 P
[ ™ D20Irish.doc B3 KB File O7113/2001 045726 P
0O 1975 .xs 16 KB File 09/26/2000 07:46:22 Ph
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Shared Drive Access

Group or Departmental Network Storage should be used for shared departmental and
project data. It is managed by local FSPs and/or systems administrators who configure it
to meet local departmental needs. This storage should not contain personal subfolders
that essentially replicate the P: drive. It should be used for those departmental
applications, documentation, and project information that is common across the group.

The shared drive is not an appropriate location for file backups, image stores, or other file
copies. Instead, solutions like CD-ROMs or removable media should be explored for file
recovery.

Group/Departmental Network Storage is categorized by Organizational Unit and broken
down into the following categories. Please note that some Organization Units’ shared
drives are not linked through the WebVPN.

= College of Arts and Sciences = Advancement
= Friedman School of Nutrition = Fletcher School
Science & Policy = Operations
= Public Safety = School of Dental Medicine
= Tisch Library = School of Veterinary Medicine
= Student Services = UIT

If available, access the files and folders on your department’s shared drive by taking the
following steps:

1. From the Tufts University WebVPN Services page, click the hyperlink for your
Organizational Unit. The files to which you have been given access are

displayed.
. BrowseMNetwork |
"P" Dirive Access Advancement
College of Arts & Sciences Fletcher School
Eriedman Schoaol of Mutrition Science and Policy Operations
Public Safety School of Dental Medicine
Tisch Librany School of Yeterinary Medicine
Student Services TCCS

2. Continue to drill through the folders and files until you arrive at the file you
desire.

UIT Training & Documentation Department 15



3. Click the link for the file you desire. A dialog box allowing you to save or open
the file appears.

Toview afile or save itlocally, click the filename.

[ Up Falder ][ Copy File to Server ][ MNew Folder ][ Delete ][ Renarne ]

Click to change path: tftmtces1TTCCS\AdminiTraining\Training Programsiall_class_files\Excel-Cust. and Auto. class f'les\.

l__  Neme | Size | Type | __DateModified ]

[ [0 Human Resources Pretend Sheet xs
[ O Summer Hyes Example xls

55 KE File 07M10/2001 11:21:55 AM
17 KE File 07/21/1999 03:30:04 PM

Opening or Saving a Network File Using the WebVPN

Opening Summer, Hires Example.xls E|

The site has suggested that "Summer Hires Example.xls" be handled as an @
attachment, It is of bype applicationfvnd.ms-excel (Micrasoft Excel

‘Worksheet) and located at:

https:{fvpn-pilot-public.net kufts. . . ust. %:20and%:20Auto. % 20class % 20files]

What should Mozila da with this fils?

(®) Open it with the default application (Esxcel)
O openitwith |

| [ Choose. ..
() save it to disk
O Always perfarm this action when handling files of this type
= |f you wish to save the file to the local

drive of the computer on which you are working,
Enter name of file to save to...
{(®) Save it to disk . Sowe | ([ Dshiy
select

3 i : - 3 iF e E
, click , and ST
: 0 ) : ol
navigate to the location in which you wish to e || Y
save the file. @ || sz
Dieskiop e UVULL R v [E.)

2 packages on tmidesh [F-]

2 Drswbases on imooe? 1]

S Dinehill on Tt Horre | CCST 1P
2 Tecs on Thmkeea?' 10

Hy Documentz 22 tagimay on ‘svmopi (1)
S sekive on Vimwina1" ()
-g e Hetwcek, Places
Shaelo Wt Ugioad Folsn
My Computes | ) Do Move with Cutock:
Fibe e Suatwe Hies £ sample v s
MpMenod  Savesslpe " v Cancel

If you would like to simply open the file with the possibility to save it later, select

{(®) Open it with the default application _and then click
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Accessing Other Network Locations

As a member of the Tufts community, you may also have access to LAN locations
beyond the standard network drives. The WebVPN also provides the ability to access

these restricted locations from computers outside the Tufts domain. If you know the
absolute path, you can access a share or server.

1. From the Tufts University WebVPN Services page, type the path of the

network location you wish to access, and then click Go. All folders and files
associated with that location will be displayed.

Enter Network Path "\ Tftmtcos 1yapplication docs

For example: YWserverishare

When entering an absolute path to a folder within a share, note that the folder name is
case sensitive. Entering the wrong case will result in the folder being inaccessible. For
example, if TrainingGroup is a sub-folder within the application docs share, the absolute

path to this folder in the Network Path entry field must be: \Tftmtccsl\application
docs\TrainingGroup.

Information Management

[ Up Folder ][ Copy File to Server ][ Mew Folder ][ Delete ][ Fename ]

Tufts WebVPN users will find that they can manage their files and folders using the
WebVPN in much the same way they manage them in a Windows environment.

Information Hierarchy
Up Falder

By clicking this button, you will be brought up one level in Folder hierarchy.
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Copying a File from the Local Drive to the Server

[ Copy File to Server ]

This button allows the WebVPN user to copy a file from the local drive of the computer
she is working on to a folder on her network drive. To do this, take the following steps:

1. Click the file link on the network drive where you wish to copy the folder. In this
case, we’ll select “Class File.” The class file folder opens.

N [ Size | Type | DateModiied |
O] I Adobe Folder 05/21/2002 11:40:29 Al
O I Class Eile Falder 05/21/2002 11:39:58 AM
" Dai re with Project-Multiple Projects Class File Folder 052142002 11:40:00 Ak
O T Excellass Open files Falder 05/21/2002 11:40:04 AR

2. Click the Z2Ry Filetn Server | button. The Copy File to Server page is displayed.

Your screen should look similar to this:

5 Tufts University WebVPN Services

Browse Network

Copy File to Server

You are copying a file to the Witan\jsmithd1\Class Fifel directory.
Enter the path of the file you want to copy, this file must be accessible from your workstation

Local File to Use: | Browse...
Name After Copy: |
Copy | Cancel

3. Click _Bra"se..  The File Upload page is displayed.

4. Select the file on your local drive that you wish to upload to your Tufts network
drive.
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Loak, in: ImDesktop j =

B TUfts 913, doc

E tuFtsIT_Train.psd

0% windows Media Player
(=) write-M-Cite

writing. doc

ISTR wS_FTP9S LE

Type: Microsoft Word Document

Author: Tufts

Title:

Size: 37.0 KB
Kl J—
File: name: Iwriting.dnc j Open I
Files of tppe; IAII Files ﬂ Catizel |

p

i

Click. The file is displayed in the Local File to Use box.

Click the Name After Copy box if you wish to change the name of the file when
you upload it to your network drive. This step isn’t necessary if you want to keep
the name of the file the same.

S

When copying from a local drive to a network drive, there is no confirmation prompt
when the file being copied might overwrite an existing file. You must ensure that the file
being copied to the network drive does not already exist under the same name. If it does,
the existing version will be replaced by the new version with the same name.

Name After Copy: [+riting is Fun

7. Click _52R¥ | The file is copied from the local drive to your network drive.

Up Folder I CDpyFiIetDSer\/erl NewFDIderl Delete I Fiename I

Click to change path: Witan\dirish011Class Filel
[T Name [ Sze | Type | DateModnied

O T Page files Folder 05/21/2002 11:38:58 AM
T Top Ten Tiger Woods Pet Peeves files Folder 0572172002 11:39:58 AM
[ I Bullets doc 19 KB File 02/13/2001 02:05:46 P
[ I Page htm 19 KB File 03/02/2001 03:21:21 PM
[ I Tables doc 23 KB File 02/13/2001 01:48 14 PM
O -WRLATZO tp 109 KE File 02/08/2001 03:42:49 PM
[ I” Boston Consortium Trainers Group Meeting.doc 108 KB File 02/08/2001 03:57.34 PM
[ I Excel Class Open ppt 118 KB File 02/08/2001 03:57:51 PM
[ ™ Flintstones xls 16 KB File 02/08/2001 02:59.59 P
[ I” Red Sox Sales Figures xls 16 KB File 03/02/2001 11:43:56 AM
[ I Top Ten Tiger Woods Pet Peeves htm 6574 Bytes File 0272272001 05:18:19 P
[ I Women's Baskethall Statistics xs 14 KB File 02/23/2001 01:02:49 P
[ < Iina s Fun—> 37 KB File 09/23/2004 11:4043 AM
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Creating a New Folder
[ Mew Folder ]

The New Folder button allows the WebVPN user to create a folder on his network drive
from a remote location.

1. Select the Folder on your network drive inside which you wish to create the new
folder.

2. Click _NevwFolder | The Browse Network/Create Folder web page is
displayed.

3. Type the name of the new folder in the New Folder Name box.

New Folder Name: |Im|::u:|rtant Documents

Create | Cancel |

4. Click _£22t8 | The new folder is created.

! Name | Size | Type | _ DateModified |

CI T Page files Folder 05/21/2002 11:39:58 AM
O Topder=-Haarbinods Pet Peeves files Folder 052172002 11:39:58 AM
= 1 Folder 09/23/2004 11:51:16 AM
SRR 19 KB File 021312001 02:0546 PM
O~ Pagehtm 19 KB File 030212001 03:2121 PM
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Deleting a File/Folder

[ Delete ]

WebVPN users may also remotely delete folders on their network drives. To accomplish
this:

1. Click the check box next to the network drive folder you wish to delete.

C1 T Top Ten Tiger Woods Pet Peeves files
= WV Important Cocuments
O I Bullets doc

2. Click __ Delete | The following page will be displayed.

Confirm File Delete

Are you sure you want to delete the following folder in the Witanlismith01\Class Filel directory?

+ |mportant Documents

3. Click —&5__jf you are comfortable with the selection. The file is deleted from
the network drive.
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Renaming a File/Folder

[ Fename ]

There may be times when you wish to rename a file located on your network drive. To

do this:

1. Click the check box next to the file you wish to rename.

O I Womnen's Basketball Statistics xls 14 KB File
O ¥ Writing is Fun 27 KE File
2. Click —Fename | The Rename File page appears.

3. Enter the new file name in the New Name box.

Original Name| _New Name

YWIting 1S Fun |Fun with Witing

Fename | Cancel |

4. Click —ename | The file is renamed.

O T Women's Baskethall Statistics xls

[ rCEun with Writing>
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